
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

We are hoping to re-introduce the plastic mailbag in next month’s newsletter. 
However, to be greener and save waste, the team have decided that from now on we will 
only be sending out the mailbags to Scam Marshals that have sent us in postal scams in 
the last year. If you do not receive a mailbag, you can send in any correspondence to the 
freepost address at the bottom of this newsletter. This will be logged, and you will then 
receive a mailbag the following month.  

The team continue to see large amounts of Clairvoyant mailings where consumers are 
contacted and told that great things await them such as a lottery/large cash win or better 
health and wellbeing. All the consumer needs to do is reply and send money in an enclosed 
stamp addressed envelope (usually a PO Box based in Eastern Europe). These mailings 
are criminal and people responding are funding large Organised Crime Groups. There are 
no winnings! 

Once the criminals have received a response (and in most cases, money), the consumer is 
targeted repeatedly by follow-up scams which are not necessarily linked to the original 
scam. In all instances, they are designed to extract more money or personal data. If you 
receive any of these, please send into the team’s investigators.  

 

In January 2020, we put a call out to all Scam Marshals asking them if they would like to 
apply for a free landline call blocker and 143 of you have applied and successfully installed 
one of these blockers in your own home. These units have been proved to block at least 
91% of all scam and nuisance calls while allowing genuine callers to get through.  

We have a number of units available to go out to Scam Marshals so if you think you would 
benefit from one of these trueCall Secure+ units, please contact the National Trading 
Standards Scams Teams dedicated call blocker phone number on 01323 463600.  

We are also working with trueCall on a pilot for their new SIM card for mobile phones 
which does a very similar job as the landline version. We have been given a very small 
number of these SIM Cards and would like to run a six-month trial with the Scam Marshals. 

Due to the nature of the trial, there is some strict criteria – You would need to be in receipt 
of scam and nuisance calls to your mobile phone. As this is a six month project, you would 
have to move your current phone number over to the new SIM card, trueCall can help with 
this but we are asking that only people with a pay as you go SIM card apply. 

This is going to be managed on a first come first served basis so if you are interested in 
the trial and would like to find out more please call 01323 463600 or email 
call.blockerproject@surreycc.gov.uk 
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With lockdown restrictions easing and warmer weather just around the corner, we are 
all excited about being able to go out and see people again. We’re sure you are all 
looking forward to catching up with old friends and talking about your experiences (or 
lack of!) over the last year. 

The isolation and loneliness that has come about with the coronavirus pandemic has 
made us all more vulnerable through increased anxiety, worry and stress therefore 
making us more susceptible to scams and fraud. We would like to encourage you to 
make scams an everyday topic for when you are out and about again.  

Criminals have worked tirelessly to target consumers across the world to con and 
deceive people out of their hard-earned money and you may well meet some of their 
victims over the coming months. We hope that, as a Scam Marshal, you can offer 
advice and guidance on how people should combat these frauds through awareness 
and reporting.  

Did you know that on the Scam Marshal website you can download a Scam Marshal 
Coffee Morning Pack? It contains quizzes, pictures, talking points and even some 
bunting templates. Have a look on the resources section at 
www.FriendsAgainstScams.org.uk/ScamMarshals 

Together we can take a stand against scams! 

There have been increased reports of criminals spoofing genuine HMRC 

telephone numbers to deceive consumers over the phone. The criminals state 

that because of the victim’s non-payment of tax or other duty, they are liable for 

prosecution or other legal proceedings. People are told that they can avoid this by 

arranging payment to be made immediately by methods such as bank transfer or by 

purchasing gift cards. 

If the potential victim is hesitant or refuses to comply, the suspect makes a 

threat such as immediate arrest, sending bailiffs to the their address or, in 

some cases, deportation. 

Often, the period for which the tax is allegedly due is distant enough to guarantee the 

victim will have little, if any, paperwork, or ability to verify the claims. Once the 

money is paid the suspects sever all contact with the victim. 

Act 

Always question unsolicited requests for your personal or financial information. Just 

because someone knows your basic details (such as your name and contact 

details), it doesn’t mean they are genuine. Instead, contact the company directly 

using trusted methods such as a known email address or phone number. 

Legitimate organisations wouldn’t ask you to pay taxes, bills or fees using a gift card, 

or any other type of voucher. If you’re contacted by anyone that asks you to do this, 

you’re the target of a scam. 

Don’t be rushed or pressured into deciding. Under no circumstances would a 

genuine bank or some other trusted organisation force you to make a financial 

transaction on the spot. 

Report phishing scam attempts. If you receive a call, text or email of this nature and 

have not lost money, you can report this as phishing to Action Fraud. 

Scam Marshal Coffee Morning pack 

  

 

Spoof HMRC phone calls 

  

 

For more information on the 

team and our initiatives, 

please visit our website.  

If you would like to withdraw 

from the Scam Marshal 

scheme, please write to the 

address at the bottom of 

each page. 
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